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« IPv4 Hihik: 192.168.1.208
« FRIFERL: 255.255.255.0
o BRIARI K 192.168.1.1

Hy b 3 4 9 2890 A fE iy 4T 1 1 ping
B (192.168.1.1) FI A — M Bt (1) 36 1) ~F M
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Wlicn 1a
e o et oo Lot ke > 24 {i] > 24 i
P TR Tob " a teno (ping) reqvest  14=0x0001, 3eqe1300/5125, €e1-125 (reply i 42)
422983535 192.168.1.1 192.168.1.208 P 74 Echo (ping) reply  id=0x0001, 5eq=1300/5125, ttl=64 (request in 41) ‘ 47 46+ ‘
25 3.990723 192.168.1.208 192.168.1.1 1 74 Echo (ping) request 1d=0x0001, seq=1301/5381, ttl=128 (reply in 46)
46 3.992176 192.168.1.1 192.168.1.208 e 74 Echo (ping) reply 1d-0x0001, seq-1301/5381, ttl=-64 (reguest in 45)
52 5.001782 192.168.1.208 192.168.1.1 e 74 Echo (ping) request 1d=0x0001, seq=1303/5893, ttl=128 (reply in 53)
Sacowlss 11208 126811 1P 74 Echo (ping) rewest id-ov00L 1028 (reply 10 55)

> Erame 41: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\lPF_{506187CD-D17E-4C92-B94D-DDABAG2C5C3}, 1d ©
~ Echernet I7, Sec: IntelGor 21:fe:99 (08:a113e121:7e:99), Dst: BetiingC 3cisbich (Bc:de:f9:3ciebich)

gl 3c:ebich (6c:de: f9:3c:ebich)
G bit: Globally unique address (factory default)
6 bit: Individual address (unicast)

- L bit: Globally unique address (factory default)
. - 16 bit: Individual address (unicast)

Type: Ieva (2x0a00)
> Internet Protocol Version 4, Src: 192.168.1.208, Dst: 192.168.1.1

> Internet Control Message Protocol

& 5 mac Hihk frH

AL

LMK, W AR AR MAC Hulik #5734
e YT T RSN SRR A s F R AL

0 Gc o
of ol a8 o0 45 &7 00 o1 05 14 61 62 6 64 €3 65
67 68 69 6a 6b Gc 64 Ge 6F 70 7172 73 74 75 76
77 61 62 63 64 65 66 67 68 69

o Gt c0
abcdef
ghijklmn oparstuv
wabcdefg hi

SR ARP 5% DNS fitfia5] MAC ik 53]k H

O 7 mthernet (eth), 1 byrals) s

K 2 204 ping M 3¢

B 8 e - BEF 0 00w - D 6 (0.99)

XHO KEO AW WEO BRO ARG WO BIY AW IR0 ENE

B AR E H B HbhE, BrPATC IR & AL 2
ZAREL L AT AL 5
MAC #bhil (#2i5: Media Access Control Ad-

4R 0 SBREB ] aaan
N
3 Sesination Proteesl Length Iate
- loas2  192.166.1.152 192.168.1.208 o 74 Echo (ping) request id-0x0001, seq-9/2364, Ttl-128 (reply in 31)
3168450 192.166.1.208 192.168.1.152 100 7 Echo (ping) reply  id-9x0001, 5eq-9/2304, tt1-128 (request in 30)
59 5.707655 192.168.1.152 192.168.1.208 e 74 Echo (ping) request
605707895 192.165.1.208 192.168.1.152 100 78 Echo (ping) reply eq
6715607 192.168.1.152 192.165.1.208 100 74 Echo (ping) request  id-0x0001, seq-11/2616, tcl-
656.715535  192.168.1.208 192.168.1.152 109 7 Echo (ping) reply  id=0x0001, seq=11/2816, t
G87.7329 1921681152 192.165.1.208 109 74 Echo (ping) request id-0x0001, seq-12/3072, TEl-128 (reply in 69)
697.730469  152.168.1.208 192.168.1.152 109 74 Echo (ping) reply  id=0x0001, seq=12/3672, ttl=128 (request in 68)

dress), FEIF MG AL, WHRCH R
otk (LAN Address) , PAKMHihE (Ethernet Ad-
dress) B4 ¥l (Physical Address), ‘B&—
RN 2555 A E R ik . 7E OSTALAY 55

G T @ B bus) T i (O ) G ) D s e e e e R YT, 21
+ Ethernet 1, Src: IntelCor 64:d9:7:2¢), Dst: IntelCon_21:fe:99 (08:d2:3e:21:fe:99)

Address: IntelCor.
- L6 bits Globally unique address (factory default)
- 16 bit: Individual address (unicast)

:49:a7:2¢)

a7:20 (20:d4:64:09:a7:22)

- L6 bit: Globally unique address (factory default)
= 16 bit: Individual address (unicast)

~ Source: IntelCor ¢
Address: Intel

Type: IPvd (8x0300)
> Internet Protocol Vension 4, Src: 192.168.1.152, Dst: 192.168.1.208
> Internet Control Message Protocol
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3 P ping LA

W 2% mac Hihl 24 8c:de:f9:3c:eb:ch

e Jadf ping T sysu.edu.en, ZCRANA.

7N - /G (Individual/Group ) {7 , {15 VG=0, W&} &
A MAC Hidik, B ERRHdE: Qi UG=1, g
ZAEHIE (4% + ) 1% = £4%). G/L (Global/Local
WFRH UL fii, Hrh U 3R Universal) {7, 05
G/L=0, W24 R4 sint, i IEEE /3hfd; sk
G/L=1, WA M4 bl ZMEEFR N T

TN B X A BRI 4 E Ay bk . BT 3-24 A2

O WEO REQ G o BEY TAW RO wEE

4m 0 =BRB Qe aqan
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3 Tine Sower Destination Frotocol Longth o
161.403050  [193.16871 568 1202.116.64.8 100 74 Echo (ping) request 1d-0x0001, seq=1732/50182, ttl-128 (reply in 17)

17 1.810418 202.116.64.8  192.168.1.208 v 74 Echo (ping) reply  id=0x0001, seq=1732/50182, tt1=249 (request in 16)
192.414188  192.168.1.208 202.116.64.8 1o 74 Echo (ping) request 1d=x0001, seq=1733/50438, tt1-128 (reply in 20)
202.420582  202.116.64.8 192.168.1.208 0P 74 Echo (ping) reply  1d-0x0001, seq-1733/50438, t (request in 19)
223425504 192.168.1.208 202.116.64.8 100 74 Echo (ping) request 1d=0x0001, seq=1734/50694, ti (reply in 23)
23.43162  202.116.64.8 192.168.1.208 0P 78 Echo (ping) reply  id=0x0001, seq-1734/50694, ti (request in 22)
304.441728  192.168.1.208 202.116.64.8 10 74 Echo (ping) request 1d=0x@001, seq=1735/50950, &1 n 35)

L ssaasenz 202116648 192.168.1.208 pd 76 Echo (olng) reply.  14-0x0001, seq-1735/50950, 161269 (request in 39

IEEE WjE Wi 7 B2 — R il iy, HAE,
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> Frame 16: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\lPF_{506187CD-D17E-4C92-894D-DDABAG2CC3}, 1d @
~ Ethernet II, Src: IntelCon 21:fe:99 (08:d2:3e:21:fe:99), Dst: BeijingX 3ciebich (8c:de:f9:3ciebich)
Beijing_3c:ebich

Address: BeijingX 3ciebich (Bcide:f9:3ciebich)

B G bit: Globally unique address (factory default)
- 16 bit: Individual address (unicast)
3e:21:7e:99)
(08:42:30:21:42:99)
= LG bit: Globally unique address (factory default)
G bit: Individual address (unicast)

Type: IPvé4 (8x0800)
> Internet Protocol Version 4, Src: 192.168.1.208, Dst: 202.116.64.8
> Internet Control Message Protocol
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B

Kl 8 arp i

PAFEICATNL A (192.168.1.208) [ FHLEAL
(192.168.1.248) Akl B, M H AT LASIE

TR

LRk dimy, LA 2AEE O ARP 247

FKrh SR EEA B 1P Mok, 0S4 Bk
18 H R MAC Hidikly (a4:¢9:39:68:23:87), H.
FEHE H bR MAC Rk 5 A it B 2 26T

- BT ZACEHIEE, HBEI A STEN
% bRk H#% (ARPrequest), Hix MAC
Motk i2 “fFFEFFFEARE | 5303277 ) | — I B TN
BT FEWLA XA ) s “192.168.1.248
# MAC #ihit 2477

- W2 A AL A, ARP ), A
Bl B U BX AN, A ) AL A U X
i | . (ARP response) @ “192.168.38.11 [
MAC Hitil & a4:¢9:39:68:23:877, Hu[u] i DA BA
By XA, EHLA FAEEL B 1) MAC
Hotk, Bt AR FEHL B Ak (EE . [FEEiR
HHHCH ARP m# g2 (7 (ARP cache),
WA FHL B KR (E BN, HHM ARP 47
R

AR AR — 7 R B EALERE IR, T AR

FERY A :

LB A GEE LT B, Hdlasfd P2

JG R EL B (1 mac Hidk; K5 A
ARP, ARP [0 “FRAE 192.168.1.0/24 ¥,
H ArHiEAE 172.22.6.168/18, A8 J& T [7]— M B,
T BOA R 27 5 ARP & FLERIA R 3¢ 2
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192.168.1.1, {H2{% A M & mac Mk, FHEIE
AT ;

- EHUR SR e B A, SRJE K% ARP
AR SC: B2 H O 1Y mac Hihl A Y mac, H
by mac #iht 54 F /) #&Hohk, 55K M 5¢
192.168.1.1 1) mac Hbdik. K504 #E X%
B A

- PRSI RO A, TR R 192.168.1.1
WINE] 3 C Y mac kSR, X5 mac #idik Sy
08:d2:3e:21:fe:99, i &I Ei5K B & Y mac
Mok, SRS H A1 5E — > ARP 25 B H O
B IP Hodk A TP H C /) mac Hbdik A mac,
FHLA R IP S EP TP T A 1 mac S HIEY
mac, KIE—PEFEVE T2 192.168.1.1. 3
Y mac #Hihil A 8c:de:f9:3c:eb:ch”;

BNV BN Y B S, R 5 mac HbhE X Y
172.22.6.168 (E&W 3&idfE, HABM E: IP Hudk
(1) mac HiHEY R % mac) , SREHF A
Bifl, BB % mac HidkIAT &% ;

- B YRE R , R A H Y TP ik, R
SHOW, JuE BT, A e R,
LEFRA 172.22.0.0 MELHP ] 172.22.6.168
hbo B ER MR EE O A2, RS
mac Hihk3R, KIBA TN B BB, B
ik arp iR A FAL B 1) mac Hihk (JEEE[H]
2, 3, FHLBURFENER G E RS X
i) mac ikl , SRJ5 BRI arp 1K)

B AR IR EAL B B mac Huhk g, KRN
2 #% 1 mac HihkRr, SR RESEAE PR 2
ZWisk 4, E3 H R mac Hidik R JE mac,
FAL B 1) mac ikt H ) mac (JEFIH Y TP
HHEAAS) I bRk AR, Ak
Bl B;

- ENLBUREIEGE G, STAER, BRI RS
W

AR EAL B B B AT, EHLB &
PEATHIRESIWT, AAER] — R B, SRS o
Ws soas gy M %, AL B #if) mac HihkFRR
3% % mac Huhl, KRR ER S &0k (arp ML

AT AEA TR T, mac Wik RFH A
—E AR, WU 5 B )
mac 2%, B2 Wi mac #Hihk T A A ) mac
KA A W, LA BE LB R

g5 B Rnd , ARV AT M TP, IE 4 ARP fi#
PR A 3)1% TP X V1) MAC QIR J7 R ) JEA
TR TP, TR 2, ARP fRHTH545 2 9 51 MAC. (£
T W Z NB T AN TR B0 W 5% T 0] )
AN TR EE SRR Kk 3 W AL )

ARP ¥ (#£iE: Address Resolution Protocol,
ELF R HHE AR VM) S — AN S AT ) 45 2
HE R 8 5 B B i 2 MRk i X 28 AR B b, B
IPv4 P TS, ARP FH)7E 1982 4Ef# RFC 826
(FESK R OLRR) P i 9F 9 A BRI BifE STD 37,
M RT DAIE arp Zdi 5 DA T N4

o TEMEEAS (HTYPE): WIRAKM (0x0001), 43
LM .

o PPCEAL (PTYPE): Q1% Fritlpil (IP) (0x0800),
IPv6 (0x86DD),

o EPEHHERE (HLEN): SR bt i 5
KEE, —Bh6 (BAKRIM).

« WBOmHER R (PLEN): AR SOt
KB, —fih 4 (IPv4).,

« #/ERS: 14 ARP 3K, 2 5 ARP W2, 38
RARP i3k, 4 5 RARP W45,

o JERE{HAE (Sender Hardware Address, f&jFf
SHA): nAM747, n hBEPFHIIEK R 5], —
it A %3% )5 MAC Hbik .

o JE P HAE (Sender Protocol Address, fij i
SPA): m /NFHY, m pHpHEhE A AR ], —
ek ik 1P Mk

o H ARl (Target Hardware Address, fijfR
THA): n 77, n fif@Ctht K ESs, —
154 H AR MAC ik,

o HFrP L (Target Protocol Address, f&jfR
TPA): m 777, m HpBGHEK ESRS], —
f8 A H B IP itk
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22 RBESRIE
221 “[E—MER”

TEFAR IR L I ds = 15 25 ping [F]— R By AL
iF, ERIFRIEEE T =AM EWL, I CARERE M
WREER “F—MEB”, (HRg5HRiEKEn, %
A WCEN AR 18] B o

TR THHRGORL, K BAE SO R 2850
AT, MBS gl iR H R R A« 17,
IR I 285 )22 v pl ) O B8 % 4 SR A TR R
[ 354 . 40 IP 4 192.168.0.1 - 192.168.0.254 17
WAL T HERY 255.255.255.0 i [F]—F M o, iX
FIEEHFE RV AT 192.168.0x MED 7,
WERAW KM 22 T INEH, X AWAL5]E
B, (HRTER AT BRI Z S5 i B, Y.
R B SRR 7. IRAEERW
WA IZ 2 A — TP T .

BMTMEZXTFMNEE, W2EEIARA
ZIE T MRS . SRR SRR A TP ik
WIE LS BRI Y 2 AT T 1 I 48 b i DA S R 8% 457
PRl A2 EALHAE A AR . @R, T
FERG Y 2R I YA IR 7S B )RR O e — R .
1E IPva i g s T HF R U2 3Rk (TN H
B 0 F| 255 FBCF i S FE, Hoin 255.128.0.0).

FAL P [l ) A 5 2 255.255.192.0, Bk
A 2 172.29.0.1, Fl CIDR FREIH/18. BT
B 2% IP #bdil, 47 16382 ANA] B IP Hbdk. Hirf
256/(256-192)=4, 4t 4 TN

* 172.29.0.0 - 172.29.63.255
* 172.29.64.0 - 172.29.127.255
* 172.29.128.0 - 172.29.191.255

* 172.29.192.0 - 172.29.255.255

222 "N, MR, AUE

i (S broadeast) BRI €%
Bt WA R PRI . LS
TR

Wil (S5 unicast) SEAHCR LV FEHLIY
O FeH e, EAOME B E R e
R BRI MR AR R
SR S5 K TR AR 4, I — AT
TCP il

._O/o 5 ) © o
O @ \/;\ o) C \/:-;:07 ®
o O o O ~o
PR £Z1% Ii&

Ko Bk, 28, 1

2% (Yeif: multicast, XFRBERE, TEKR;
WIRIELAHE) , RPN % i —FhBF 4L S
EHE B R L 4 — 41 H BT L. 2% pA
MWL M E . AN Y HEZ M A
B 2 sl SR .

223 R
L AT R id iE4% 5 Wireshark (1 9160 T AF 5

Repd, g R AR N ERNEL, A

P ATATIE T AR R . (HE PG g i, X

i 7 PO SSBLANAD

2. Gratuitous ARP (TG[H[# %) ARP) 238 EHL A
% ARP #if] (J7#%) HCMIP ik, 24 ARP
YRR J5 Bl 8 2 i W) AR EC B 5 B, FEHLIA)
W28 K 2 TG Rl ) ARP SR H TRy TP Hbdik
iIABAEE—TRT . FEH

 WE MRS A HAM VLT T IP M
Ik, AR R A PR A

* Julal i) ARP W DAMCSE B ARP 2877,
X 265 v g Al LR B ) 9% W AE B A7
R H A H, BT ELGIE 2
AFAE S TP kA 5¢ i 4% B #0235 il 5
B, ASRAFEIHZS H W2/ MAC 3380
JHE A MAC,

3 =285 1P 5 ICMP 40t

IP F1 ICMP {p8& TCP/IP Pl rp i) M 45 )2
171V = | A VAN € g s
BEES RE T EEAEN . AL B R ALl
H) Wireshark 4, WIS TP Li i LA G5/, 2y
MR 5> s EAEE T ICMP ) ping F1
traceroute fiy & M H T AEJRHE
3.1 ZBRIARSHIT

HIEME SIS B MY (31 Internet Control
Message Protocol, 455 : ICMP) &5 5k M Ui
IO Z —. BHTMBERIML (IP) dkikifs
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K 10 ping f54

o

B 1 TP Edi -5 ICMP 4 3C

TR, PR AT RE A A 700 A5 BR5E v ) 45 )
Bt AT SO, AR AT AR AR 1) )
BEZ I, AR5 REGE MR tfE e . ICMP 4K
SEIP R ERES, B2 IPHEERD. BN
st (40 TCP A1 UDP) EEARF: BE—kA
T SR s . Bl s A M SRETE
B, %7 ping I traceroute iX RS B
1Pv4 i) ICMP g FRfE ICMPv4, 1Pv6 H1¢ ICMP
N FRVE ICMPv6,
3.1.1 ping %

ping ;2 ICMP & 41—, J#d ping
AT DA D 25 e A, B 2% b ) i SCRE TS AR
hEKH WML, 1 ping frdmF, JREA R H
W5 &% Echo request J B, HWHMEE H &
i IP Mtk . H 145 F| Echo request J§ 5L 5, ]
P54 [m] . —> Echo reply JH 5., AIHIH B2
ALk

XML T ping A4, 4R
K 10,11 Fr7R o

F2 T ORFRATRARE ip Bl g, Bkl
T 12,13 iR

WA K 4, R IPv4; HERKER 20 77, R
5432 s RS EBNA 0, B A IR K
1) — iR 55 R BER 60 AT s FRiHA 0x1¢25;

col Version 4, Src: 192.168.1.208, Dst: 39.108.128.240
rsion: 4
ader Length: 20 bytes (5)
Field: 0x080 (DSCP: €S0, ECN: Not-ECT)
iated Services Codepoint: Default (@)
= Explicit Congestion Notification: Not ECN-Capable Transport (8)

ion: Bx1c25 (7205)

= Reserved bit: Not set
= Don't fragment: Not set
.8, ... = More fragments: Not set
...0 0800 8@O0 00E0 - Fragment Offset: ©
Time to Live: 128
Protocol: ICMP (1)
Header Checksun: 8x0080 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.208
Destination Address: 39.108.128.248

& 12 1P gl

1P SRR

1P sk ICMP {832

2070FH

W (4l —[ EEEE G| mmww tos (6w

BRE (161)

R (1662)

S nnE, WEE
S, 506, i | |ws em R (13t ICVP 15E, &
e 1

TTL (8fiD) ‘ i (8fir)

EERIEA (1641)

1Pk
B 1P it (320)

B 1P 4k (3260)
7R o f T T mEuzEREs,
HIFhERE B (8f1) 18 (8f2) EVHEEER
ICMP 3k BAEH (1642) —|

w0 | ———————————————————
PR REETRRRATAR

Bl 13 TP il LA R T

Bl 0x00;5 Feffehy 05 AAFIRTTE S 1285 B
g ICMP; SCERICE I 0x0000; J5HbhE F TR 2
oA ip ik H a4 1 ip Hidik

S 14,15, ICMP Echo 7 s i1 [a] )57 i 32
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v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: B@x4579 [correct]
[Checksum Status: Good]

Identifier (BE): 1 (@x0@8081)
Identifier (LE): 256 (0x0160)
Sequence Number (BE): 20818 (B8x87e2)
Sequence Number (LE): 57863 (@xe2087)
Response frame: 14
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* Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: @

Checksum: 8x4d79 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (@x@001)

Identifier (LE): 256 (@x@108)

Sequence Number (BE): 2818 (@x87e2)

Sequence Number (LE): 57863 (@xe207)
Reguest frame: 13

[Response time: 16.379 ms]
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3919.269558  39.108.128.240 192.168.1.208 IvA 1514 Frageented 1P protocol (proto-ICHP 1, off-0, ID-se83) [Reassembled in #0]
10 19.269558 105.125.240 152.168.1.20 I0P 562 Echo (ping) reply  14-0x0001, seq=2048/8, ttl-49 (request in 38
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* Internet Protocol Version 4, Src: 39.108.128.248, Dst: 192.168.1.208
o < Version: 4
6101 - Header Length: 20 bytes (5)
> Differentisted Services Field: 0x74 (DSCP: Unknown, ECH: Not-ECT)
Total Lengtn: 1500
Tdentification: Oxeed3 (51059)
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+..0 0900 000 0009 - Fragnent Offset: &
Tine to Live: 49
Protocol: ICHP (1)
Header Checksun: 0x8as5 [validation disabled]
[Headar chacksum status: Unverifisd]
Source Address: 39.108.125.240
Destination Address: 192.165.1.208
Resssenbled 1Pvd in frame: 40
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Destination Address: 192.166.1.208
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